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1 Week 1 — Perfect Security

1.1 Theorem 1.5
mg, mi €M, ceC
be{0,1}

=Prim,®k=c
=Pr[k =mp & (]
1
ol
1.2 Theorem 1.6
mg, mi €M, ceC
CcC=Mmy
PT[E(E, mo) = mo}
=Prlk=01=0
PT[E E,ml) = mo}

=Pr

k =my & my)

if mo 7& my

K]
Because probabilities are not the same, the scheme is not perfectly secure.

1.3 Theorem 1.7
Let L=2,a,b€X,a#b
Set mo = (a,a), m1 = (a,b), ¢ = (a,a)

1

PrlE(k,mo) =] = K

PriE(k,m1)=¢c]=0

because k(a) = a, k(b) = a cannot be correct, because it is a permutation



1.4 Theorem 1.8

For all m,ce X
PrlB(km) =d =p

Hence the substitution cipher is perfectly secure

1.5 Theorem 1.9

(E, D) perfectly secure.
mg,m1 € M, c € C arbitrary
S:={ceClo(c)}

Then:

Prig(E(k, mo))]

—ZP?" (k,mo) = (]

ceS

—ZPT (k,mq1) = (]

ceS

=Pr{p(E(k, m1))]

1.6 Theorem 1.10
Prim = m|c = ¢] = Prim = m]

equivalent to

Prlc=cAm=m|= Prlc=c|- Prlm =m]

by definition of conditional probabilities.

Pric=cAm=m)]
=Pr[E(k,m) = cAm =m]
=Pr[E(k,m) =cAm =m]
=Pr[E(k,m) = c] - Prim = m]

need to show:

Pr[E(k,m) = ] = Prlc = (]



=Y PrE(km)=crm=mn]
m/eM

=y Pr[E(k,m') = d -Pr[m = m/]
m/eM

Same for all messages (Perfect Security)

= Pr|E(k,m) = c| - Pr[m = m/]

m’'eM
=Pr[E(k,m)=c]- Y Prim=m
m’'eM
=Pr[E(k,m) = (]

because Z Prim=m/]=1
m’'eM

1.7 Theorem 1.11
Proof by contraposition.
Assume |K| < M|, show €& = (E, D) is not perfectly secure.

more precisely: Img,m; € M, c€C:
Pr[E(k,mo) = ¢] >0 (a)
and Pr[E(k,m1) =¢| =0 (b)

pick mg € M arbitrary, pick k € K arbitrary
¢:= E(k,m) = (a) holds

S:={D(K,c): k' € K}
[S] < |K] < |M] hence exists m; € M\ S
then Pr(E(k,m1)=¢c =0= (b)

2 Week 2 — Computational Ciphers

2.1 Theorem 2.9

A fixed, arbitrary in message recovery game
p := Pr[W], A’s winning probability

need:

MRadv(A,E) = ’p — ﬁ‘ negligible

From A construct B such that:



e B3 efficient, if A efficient
e MRadv(A,E) < SSadv(B,E)

SSadv(B, £) negligible, since £ is semantically secure

Chalk et ®
(Rxp s)w

h e R PiLiad bind W |

C & ECthh) C
c
a\
1 (L
L T a
] A p, =

Figure 1: B from A

o B efficient, if A efficient v’

e MRadv(B,E): b€ {0,1}: pp: probability B outputs 1 in experiment b
hence SSadv(B, &) = |po — p1]
b=1 c=E(k,m)=p=p

b=0: pg= Wll’ since mg & c¢ are stochastically independent from m;

1
—p| = |— —p| = MRad
lpo — p1] ‘|M| p‘ Radv(A,E)

2.2 Theorem 2.12
A arbitrary, fixed adversary against £ in parity prediction
p := Pr[W], A’s win probability
set p = 3 + ¢, then PPadv(A,E) = |e|
From A construct B such that
e B3 efficient, if A efficient
e PPadv(A,&) = 35S5adv(B,£)
SSadv(B, £) negligible, since £ semantically secure
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Figure 2: B from A

parity(mo) # parity(mi)

pp := Pr[W,] = probability B outputs 1 in experiment b
SSadv(B,E) = |po — p1]

b=0:

A receives encryption of mg. B outputs 1, if A outputs b = parity(mg) =
happens with probability py = % +e=p

b=1:

A receives the encryption of mi. A outputs b = parity(my) with probability
p =%+ e Aoutputs parity(mg) = —parity(m,) with 3 — € = p;

SSadv(B,E) = |po —p1| = |5 —€— (3 + €)| =2 =2- PPadv(A,&)

2.3 Theorem 2.14
Let A be arbitrary:

Show: .
SSadv* (A, &) = §SSadv(A, )

Wy := A outputs 1 in Experiment b of semantic security
py = Pr{Wy]

Consider bit guessing game with A

Conditioned on b = 0: inputs for A are as in Experiment 0

Conditioned on b = 1: inputs for A are as in Experiment 1



Pr[W] = Prb = 0]
=Prlb=bAb=0]+Prlb=bAb=1]
= Pr[b=10|b=0] - Prlb=0]+ Pr[b=>blb=1] - Prib=1]
=Prlb=0[b=0]-Prlb=0]+ Prlb=1b=1]- Pr[b = 1]
%-Pr[l;:0|b:O}+%-Pr[8:1|b:1]
1 . 1 .
:5(1—Pr[b:1|b:0]>+§Pr[b:1|b:1]
1
15(1*p0+p1)
= SSadv*(A,E)
A 1
=|Prlb=10] -
1 1
= 2(1—P0+P1)—2‘
_ 1_,_1(_ + )_1
1573 PoTP1 B
1
= —i(po—pl)
= 2 lpo —pi
*21)0 Y41
_ L SSadv(A,€E)

2

3 Week 3 — Block Ciphers

3.1 Theorem 2.19 — From Predictability to Block Adver-
sary

Show:
(1) B effective if A effective
(2) PDadv(A, &)= BCadv(B,E)
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Figure 3: From Predictability to Block Adversary

Because (1) is trivial, we only show (2):

A is our prediction adversary, w := A wins, p := Pr[w]

BCadv(B, &) = |Pr{wg] — Pr[w]]

Remember that: wy := B outputs 1 in experiment b.

b=0:

B running experiment 0, A plays prediction against £, Pr{wg] = Pr{w] = p.
b=1: f + Perm(X)

Fact: Let Xi,...,Xqg, Xg+1 be pairwise distinct and let y1,yq,y be pairwise
distinct, then

f(_PErl“m[X][f(XQH) =y | flw) =y, i=1,...,Q]

1
S Xl-Q

From this we can conclude Pr[w;] = W+Q’ then

1
BCCLdU(B,g) = ‘p— |X|——Q’

= PDadv(A,E) O



3.2 Corollary 2.20

Let A be an arbitrary efficient adversary, let @@ be the number of queries of A.
Since A is efficient = @ is poly bounded (of a reasonable size).

1 1
:IX—Q+|X—Q’ ®)
1 ‘ L1
X-q| TIX-aq

Pr{w] = |Pr[w]

IA

Prlw]

negligible after Theorem 2.19

We can now argue that

1 Q

Si
XI-Q ~ [X]

provided | X| > Q > 2

| X| is super-poly = ﬁ is negligible = % is also negligible, then the IX\%Q
expression in (*) is also negligible, which makes (*) a sum of two negligible
terms, which makes itself negligible as well. O

4 Week 4 — Probabilistic Ciphers
4.1 Example 3.3

Let £ = (E, D) be a deterministic encryption scheme. Define adversary A as
follows:

.A chooses (m170, le) arbitrarily with |m1,0| = |m1,1| and mi,o 75 mia-

A chooses (ma,9, m2 1) such that ma o = mq o but ma1 # mq 1.

e A receives two ciphertexts from the challenger, namely ¢, co, where ¢; =
E(k,my,b) and co = E(k, mo,b) in Experiment b.

A outputs 1, if ¢; = c3.
Pr{wg] = 1.
Pr{w;] = 0.

From this, we get a (A, £) = 1, which is non-negligible. O

10



5 Week 5 — Stream Ciphers and PRGs

5.1 Examples of Non-PRGs
Example 1

e 5:={0,1},1eN

e R:={0, 1} L=1+1

Gy :{0,1} — {0, 1}'**
s — sl||xor(s),
where s = s1,...,8;, 8; € {0,1}, and xor := 81 B 52 B --- D 5.
Claim: G is not a secure PRG.
Proof: Construct efficient A4 such that PRGAdv(A, G1) is not negligible.
e Aon input r € {0, 1}
— =T, T
— Compute b := x0r(ry,...,ry)

— Output 1 if b= r141, otherwise output 0.

T

r[wo]: If r = G1(s), s € {0,1}! then 7,41 = xor(ry,...,7)

Prlwy]: 741 < {0, 1}, hence

1
Prriy1 = xor(ry, ..., 1)) = 3 Prlw;] = .

From that, we get

PRGAdv(A, Gy) = ‘1 -

which is non-negligible.

= (1 is not a secure PRG. O

Example 2

e S:={0,1},1eN

e R:={0,1}F, LeN, L>1
Fix A € {0, 1}£x0,

11



Go :{0,1}' — {0, 1}F
s— A-s mod 2.

Claim: G5 is not a secure PRG.
Proof: Construct A as follows:
e A on input r € {0, 1}%:

— Using linear algebra, check whether an = € {0,1} exists such that
A-z=r mod 2.

— If such an x exists, output 1, otherwise output 0.

Pr[wg]:

For experiment 0, an z with A-x =r mod 2 always exists, hence Pr{wg] = 1.
Y :={r€{0,1}* | 3z € {0,1}} with A-2 =r mod 2}
Given |Y| < 2!

, since L > [.

= (G5 is not a secure PRG. O

5.2 Theorem 4.7
Proof: A be fixed, but arbitrary and efficient.
Show:

SSAdv* (A, £) = PRGAdV(B,G)

(Then VA : SSAdv* (A4, €) = L - SSAdV(A, £))

Bit guessing game:

e A chooses mg, m1.

e Challenger s < {0,1}!, b + {0,1}, encrypts mj, using key s and sends
ciphertext to A.

e A outputs b € {0,1}.
Call this game 0.

e wp := event that b = b in game 0.

12



e SSAdv*(A,E) = | Prlwo] — 3
Define another game, called game 1. Here the challenger does the following:

e Upon receiving mg, my, b + {0,1},7 < {0,1}F,c:=7r[0,...,v — 1] @& my,
sends ¢ to A.

wy: event b= b in game 1.

From the analysis of the one-time pad, we obtain: Prw;] = 1 (Example 2.6).

1 z=uy,
Construct B from A, set §(z,y) = Y (Kronecker §).
0 z#y
B
Challenger for B mg,m; € {0,1}F P
against & re {01} Img| = |my| =v
(Experiment 0/1) V
b+ {0,1}

c:i=rl0,..,v— 1] Dm,

| c

he{0,1}

5(b,b)

Figure 4: Proof diagram of Theorem 4.7
wp: event that B outputs 1 in experiment b.
e Prluyg] = po, Pr[iws] = p1
e PRGAdv(B,G) = |po — p1]

e po = Prlwp], p1 = Prlwy], hence

SSAAV* (A, E) = | Pr[wg] — %I
= | Prlwg] — Pr[w1]

= |100 - p1|
= PRGAdv(B,G)

e Furthermore, B is efficient if A is efficient.

13



5.3 Theorem 4.11
Show: For all efficient A, there exists efficient B

PDAdv(A, G) = PRGAdv(B, G)

A is arbitrary but fixed and efficient. Assume A wins the game with a proba-
bility of % +e.

= PDAdv(A, G) = |¢]

Construct B from A:

PRG challenger for B B

against GG in

experiment 0/1

e {U, I}L i A
—
r[0, ..., i — 1]
lgi
a(rlil, )

Figure 5: Proof diagram of Theorem 4.11

e B is efficient if A is efficient.
For b € {0,1}, wy: event that B outputs 1 in experiment b.
Experiment 0

e r: pseudo-random output from G.

e wy occurs if and only if g = r[i].

= Prlwo] =5 +e¢

Experiment 1

e 7 is chosen uniformly at random.

e r[i] is independent from r[0,...,7 — 1] for all i.

= ¢ is independent from 7i].

14



1

= Prw,] = Pr[r[i] = g] = 3.

Overall:
PRGAdv(B,G) = | Pr[wg] — Pr[w]]
NI
T2 2

— el
= PDAdv(A,G) O

6 Week 6 — MACs and PRFs

6.1 Theorem 5.6
A is a MAC adversary in the forgery game with verification queries:
e (), := # of signature queries of A
e (), := # of verification queries
Using A, construct adversary B in the forgery game without verification queries:
e Buses A
e Plays as the challenger for A
e Needs to answer A’s queries:
— For signature queries: B uses its own challenger

— For verification queries: B answers with reject

Challenger B (MAC adv. & challenger
for&in for o)
forgery game m well, ., D“}m; A
—]
k<R t, t; _
t. < Stk m) A 4 (m, t)
B i w g halt €
ifj+w reject

Figure 6: B from A

Define 3 games for A, which differ in the way the challenger answers A’s verifi-
cation queries.

15



Games: Forgery game with verification queries
Challenger for A in game 0:
e k+ K
e Upon receiving a signature query m; from A:
— t; + S(k,my)
— Sends t; to A
e Upon receiving a verification query (1;,;) from A:
— r; « V(k,mj, ;)
— Send 7, to A (x)

This is the way the challenger works in the original forgery game with verification
queries.

e wy := event r; = accept for some j in game 0.
o Prlwy| = MACAdv(A,I)
Game 1: Modify the challenger for A; instead of (x), send reject to A.
e w; := event in game 1, r; = accept for some j.
Game 2: Modify the challenger for A; instead of (x), send reject.
e At the beginning of the game, the challenger chooses w + {1,...,Q,}.
e Otherwise, the challenger behaves as in game 1.

e wy := event that r,, = accept in game 2.

Pr{ws] = MACAdv(B, I)

To analyze Pr[w;], note that until A makes a verification query with the answer
accept, game 1 and game 0 are identical.

Pr[wg] = Prfw]

More precisely:

Qo
Pr[w;] = Pr \/ r; = accept
j=1
=Pr[3j : r; = accept and j is the smallest such index in game 1]
=Pr[3j : r; = accept and j is the smallest such index in game 0]
= Prlwy]

16



Pr{ws] = Pr{ws A w1]
= Pr{ws | w1] - Pr{wi]
—_————

21/Qu

PI‘[U)Q | wl] 2 &

Let A= {j:r; = accept}.
Conditional on wy : A # 0 = |A| > 1.

1

= Prlws [wi] =

To conclude:

MACAdv(B,I) = Pr{ws]

> L pifu]
- é - Prfwo]
1

= g - MACAIW AT T

7 Week 7 — MACs and Hashing
7.1 Theorem 5.11

Remarks on Theorem 5.11
e block cipher: indistinguishable from random permutations
e pseudo-random functions: indistinguishable from random functions
e |X| = N poly-bounded, then
e a random permutation can be distinguished from a random function
e otherwise not
Experiment b:
Challenger chooses f as follows:
b=0: f < Perm[X]
b=1: f + Funs[X, X]

17



Adversaries distinguishing between experiment 0 & experiment 1, can query the
challenger with z; € X and gets back f(z;),i =1,...,Q. Eventually, A outputs
be {0,1}.

Then call w;, the event that A outputs
e b=1inexp. b

Random permutations can be distinguished from random functions, if there is
an efficient adversary 4 such that

| Prlwg] — Priw]|

is not negligible.
Claim: If | X| is poly-bounded then such an adversary exists.

Proof:

A:

for all € X queries challenger for f(z)

if there exist x,2’ with z # 2’ and f(z) = f(a’) output 1, otherwise
output 0. (x)
e Priwg] =0

Funs(X,X)|—|Perm(X
o Pr] = s

(Step (*) is only efficiently possible if X is poly-bounded.)
| X|=N:

e |Perm(X)| = N!

o |Funs(X,X)| = NV

e Prlw;| = NIJVVTVN! =1-#>

N

7.2 Remarks on Definition of Collision Resistant Hash
Function

H:M—=T,|M|>|T|
= collisions must exist

H: M — T fixed, collision (m,m’) can be "hardwired” into adversary A, i.e.
A always outputs (m,m’).

(hardwired means that the output is fixed no matter what)

18



7.3 Proof of Theorem 5.15

Let A be arbitrary but fixed adversary against I’. m1,mo,... are A’s signature
queries. (m,t) is A’s output.

3 events:
e X : A wins forgery game with respect to I’
o Y:Ji:m+#m; ANH(m)=H(m,;)
e 7 : X occurs, but Y does not
Show:
a) MACadv(A,I)<Pr[Z]+ Pr[Y]
b) 3By : Pr[Y] = CRadv(By,
¢) 3By : Pr[Z] = M ACadv(By,
d)

H)
I)
A efficient = By, By efficient

7.3.1 a)

MACadv(A,I') = Pr[X]

7.3.2 Db)
From A construct By as follows:
By playing challenger for A in forgery game with respect to I’:
e L+ K
e upon receiving signing query m; € M from A
~ 1y S(k, H(my))
— send t; to A
e upon receiving message/tag pair (m,t) from A
— If H(m) = H(m;) and m # m, for some i, then output (m,m;)

Hence: Y happens with the same probability as in forgery game with By playing
challenger

e Y leads to success for By in collision resistance game

= Pr[Y] = CRadv(Bpu, H)

19



7.3.3 «¢)

Construct By from A as follows:

MAC challenger for
By wrt]

k K

t, + S(k,m;)

H(m,t)

B,

h; +— H(m;)

Figure 7: Construction of B; from A

B; answers queries as in forgery game against I’ for adversary A.
= Z happens with the same probability as in original forgery game

Z < By outputs successful forgery in forgery game against I.

= Pr[Z] = MACadv(By,I).

7.3.4 d)

A efficient = By, By efficient

8 Proof of Lemma 5.16

BA := event birthday attack succeeds

Fact: Pr[BA] is minimized if for m uniform from M, H(m) is uniform in 7.

Assume that H(m) uniform in 7 for m uniform in M.

CM := event that in birthday attack, there exists i # j, with m; = m;.

Pr[BA] =1 — Pr[-BA]

20




Pr[~BA] = Pr[~BA A CM] + Pr[-BA A CM)]
= Pr[~BA|CM] - Pr[CM] + Pr[~BA|~CM] - Pr[~CM]
< Pr[C'M] + Pr[~BA|~CM)]

Fact: Pr[CM] <1/5

Claim: Pr[-BA|-CM] <1/4

Hence: Pr[BA]|=1—-Pr[-BA]>1-1/5—-1/4>1/2
Proof of Claim:

use forallr:1—x <e ™ (%)

Pr[~BA|-CM] =

The security of hash functions degrades at least with the square root of the size
of the text space.

9 Week 8 — Public Key Encryption and RSA

9.1 Extended Euclidean Algorithm
(a) at the end of the first while loop: e; = 0,7, = a = ged(e, )

(b) invariant for second while loop: oo =d; - v; +d; - €;

J=0,a=00-7 +do-eo
=dp-y+do-e

21



(a) follows from: Va,b € Z:
gcd(a,b) = ged(b,a mod b)
ged(a,0) = a

(b) from (a) before first iteration of second while loop: e; = 0,7; = «@,0; =
1,d; =

)
dj=0
:>5j-7j+dj'ej:a
assume that invariant holds before an iteration, then from first while loop:
Yi-1=qj-1"€j—1+¢€;
e = V-1~ dj-1 €1
a=10;-7+d;j ¢
=057 +di(vi-1— gj-1-€5-1)
=0j-ej1+dj-yj-1—dj-gj-1-ej
=dj- i1+ —dj-gi-1)- e
=0j-1Yj-1+dj-1-€j1

= Invariant true after iteration
9.2 Theorem 6.6
Enc((N,e),m) =m¢ mod N
Dec((N,d),c) = c? mod N
Dec((N,d), Enc((N,e),m) = (m)* mod N

9.3 Lemma 6.9
m € Ly
e-d=1 mod ¢(N)
=3keZ:e-d=1+k-p(N)
need to show that:
(m°)*=m mod N
(m®)* =m
m ko)

—m - mFeWN)

. (mw<N>)k
=m- lk

=m mod N

22



94 Lemma 6.11

meZn\Zy

m=0 mod Porm=0 mod @

P, @Q primes: m # 0 mod P then m € Z; and similarely for )

m¢? =m mod P

m¢? =m mod Q

Ifm=0 mod PV

Of m # 0 mod P then by Euler’s Theorem m? = m

med — pltke)

—m - mFeWN)
=m- (mPfl)k'(Q_l)

=m mod P

similarely for @
m =m mod P
m®? =m mod Q

Hence

(m mod P,m mod Q)

=(m* mod P,m* mod Q)

9.5 Theorem 6.16
A upon receiving (pk, ¢), pk = (N, e):
1. asks for the decryption of 2¢ - ¢ mod N
2. upon receiving answer m, A sets 1 := 2" -m mod N

271 exists, since N is odd

m=2"1.(2°¢)
—9o-1 ged .d
=27t 2.m

=m mod N
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10 Week 9 — Digital Signatures and RSA

10.1 Theorem 6.20
(similar to proof of Theorem 6.16)
A on input 1*, pk, (pk = (N, e)):
1. Pick m € Zy arbitrary with m # 0
2. Ask for signature ¢ for message m :=2°-m mod N

d

3. After receiving & = m? mod N compute 0 = 27! -5 mod N & output

(m,0)

Show: A always succeeds

:276.26.771

=m mod N

10.2 Theorem 6.21

if there exist ¢,j € {1,2,3}, ¢ # j, ged(N;, N;) # 1, then one can factor N;, N;
efficiently.

assume ged(N;, N;) =1 for i,j € {1,2,3},1 # j.

m < N; Vi€ {1,2,3}

use Chinese Remainder Theorem to compute ¢ € Zy, N = Ny - No - N3
ci=c mod N;,i=1,2,3

=c=m3 mod N;, i=1,2,3

c<N, m*<N=c=m3inZ

can compute m from ¢ by taking 3rd roots in Z

10.3 Theorem 6.22
ged(er,e2) =1 = 381,82 €Z :81-€1+82-e2=1
compute:

G = (ma) - (me)

€1°S1 €2°52

=m -m

e1-s1tes-s
— g tlS1Te2s2

=m mod N
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11 Week 10 — Key Exchange Protocols and the
Discrete Logarithm Problem

11.1 Diffie-Hellman Key Exchange — Number Theory

b mod pforue G, a=>b mod g

Ordy,(g)=q =u*=u
Suffices to prove this for u =g

a=b modq=3dk:b=k-q+a

11.2 Theorem 7.10
(by contraposition)
Assume DL assumption does not hold for G, i.e. exists efficient A with

DLadv(A,G) =p

is not negligible.

Construct adversary B as follows:
e Upon receiving u = g%, v = ¢ for a, B < Z,, use A to compute &, Be Zg
e Compute & output w = g@‘a

If A is efficient, B is efficient.

CDHadv(B,G) > Prla=a A B = f]
= Prla = @) - Pr[B = f] (because a, 8 + Z, independant)
= DLadv(A,G) - DLadv(A,G)
2
=p

p is not negligible, then p? is also not negligible
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11.3 Theorem 7.13
Show that for every A in CDH game, there is a B in the DDH game, such that

DDHadv(B,G) + E > CDHadv(A,G)
q

Define B as follows:
e Upon receiving the tripe (u,v,w) B runs A with input (u,v) to obtain @
e if W = w, then B outputs 1 otherwise 0

If A is efficient, then B is efficient

Pr[A wins CDH game] = ¢
PriWy] =€

1
Pr[W;] = = as u,v are independant of
q

DDadv(B,G) = |Pr[wg] — Pr[W1]
1
>€——
q
— CDHadv(A,G) —
q

11.4 Theorem 7.14
A as in Theorem. Construct algorithm B as follows:
B on input g, u:
e Choose 0 < Zy & set uj :==u-g°
e Run A on input g,u; & let oy be A’s output
o If uy # g, output fail, otherwise output a:= a1 — o

Remarks:

o aq —0

¢ gV =u S u=9"=9g""7=g9"-g
e ¢ uniform = « + o uniform

= distribution of w; is uniform in group G

= Pr[A on input u; outputs ayq = Dlogg(u1)] = ¢

= Pr[B outputs Diog,(u)] =€
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11.5 Theorem 7.16
B from A: On input (g, h):
e If h=1, output 0
o else run A with input Hg (based on g, h)

e if A finds a collision consisting of pairs («, ), (¢/, ), i.e. g*-hP = g* -h?’
output (o — /) - (8" — B)~! mod ¢

A is efficient implies B is efficient

h =1: B succeeds

h # 1: B succeeds if A succeeds (Lemma 7.17)
hence: DLadv(B,G) > CRadv(A, Hy)

11.6 Lemma 7.17

letu:ga~h5:g°‘,~hﬁ/

then g"_a/ = p#'—p

& h=glea)E =" mod g

(8" — B)~! mod q exists, since (a, 8) # (o/, 8), hence 3 # /3’
therefore (8’ — 8)~! # 0 mod ¢ and the inverse exists

12 Week 11 — DLog Hashing and Secure Public-
Key Encryption under the DLog Problem
(CPA and CCA)

12.1 Theorem 8.4

c=(co,c1) = (9", y" -m), y = g* = pk, x = sk

y (") m=g"" g7 - m=m

12.2 Theorem 8.6
A arbitrary, but fixed, against OW-CPA
B on input (g, u,v)
(u=g% a+< Zsv=4g°8+7Z,)
e choose ¢; « G uniformly, run A with input (g%, v, ;)

e upon receiving 7 from A, compute and output @ = ¢; -~ in G
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pk = g%, ¢c=(co,c1),c0 = u,c

A efficient = B efficient

¢ = (co,c1) = (u,c1) corresponds to encryption m = ¢y - g~
A wins (h =m) = 0 =w = g*?
m—M=Gesm- -y =c G

= CDHadv(B,G) > DW-CPAadv(A4, &)

12.3 Theorem 8.11
A arbitrary in IND-CPA game against £
Construct B in DDH experiment as follows
B upon receiving (u, v, w):
e run A with input pk = u to obtain mg, my
e pick ¥’ + {0,1}, set ¢ = (v, w - my ) and run A with input ¢
e upon receiving b from A, if b = b output 1, otherwise output 0
W := A wins, i.e. b=1V, Wy, W, as before
Experiment 0: u = g%, v = ¢%,w = ¢g*”
= pk =wu,c= (co,c1),co = g%, ¢c1 = my - g*F
= ¢ is an encryption of my under pk = u
= input to A is as in the bit guessing indistinguishability CPA game
= Pr{Wy] = Pr[W]
Experiment 1: w = g7, + Z4
= w is independant of u, v
= (u,c) < G? ((u,v) independent from b')
= Prib=1V]=
Overall

1
2

DDHadv (B, G) = | Pr[Wo] — Pr[W]|
1
=|Prw] -S|
— IND-CPAadv*(A, €)

A efficient = B efficient
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12.4 Theorem 8.15
A defined as follows:
e picks mg,my so that mg # my

e upon receiving ¢ = (cg, ¢1) it computes ¢ = (cg, 2 ¢1) and asks for decryp-
tion of ¢

e upon receiving message m, A computes m’ =271 -7 (in G) and outputs
1 if m’ = my, otherwise it outputs 0

A efficient

Experiment 0:

c=(co,c1) = (9", 9" - mo), x = sk,y = g* = pk
¢=1(co,2-¢1)=(g9",9"* - 2my) = ¢ encryption of 2 - mg
=m=2-myg=m =myg

= PriWy] =1

Experiment 1: 1 = 2-mq,m' = my

:>PT[W0]:0

13 Week 12 — DLog Hashing and Secure Public-
Key Encryption under the DLog Problem
(Signatures

13.1 Correctness — Schnorr ID Scheme
gr — gc-m+a — (gx)c 'goz — hc S

13.2 Theorem 10.2

Proof idea: Use P to compute two triples (u,c,r), (u,c,r") that are different
and lead to acceptance by V.

o (u,c,m) # (u,c,r')y=>c#c

e g =h®u g" =h u
j g"‘ . i}*C =u ,: gT‘l . h*C’
:> g'f‘f"' — hC*C
= gr=re=e)Th modd — = DLog,(h) =«

E on input (g,h) and interacting with P:
e Run P to obtain u = g¢

e Choose ¢ +— Z, and simulate P with input (u, c) to obtain r
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o If (u,c,r) is accepted, go to next step, otherwise output “fail”
e Choose ¢ < Z, and simulate P with input (u, ¢’) to obtain 7/

o If (u,c/,r") # (u,c,r) and is accepting, then output (r — ') - (c — ¢/)~!
mod g

P is efficient = E efficient
Analysis Pr[E outputs x] = ¢’
€ := Pr[P makes V accept]
Assume that P after picking u is deterministic.
Vu : Cy :={c| (u,c,r) is accepting}
e u good: |Cyl >€/2¢

e u bad: otherwise

= Pr[E outputs z]

zPr[P chooses good u A ¢, € Cyy Ac# (]

= Prle,d € Cy,c# ¢ | u good] - Pr[u good]

=Prid € CyNc#c | ce CyAugood] - Prlc € Cy | u good] - Pr[u good]

&) (2) (3)
(1) > e/2- 1/
2) > ¢/2
(3) > /2
hence: € > €2/4-(e/2 —1/q)
= ¢ >e/2-1/q
€ non-negligible = ¢ non-negligible

Remains to prove (1) & (3):

= Pr[P makes V accept]

= Pr[P makes V accept A u good] + Pr[P makes V accept A u bad]

= Pr[P makes V accept | u good] - Pr[u good] + Pr[P makes V accept | u bad] - Pr{u bad]
< Prlu good] + €/2

= ¢/2 < Pr[u good]
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13.3 Theorem 10.4
S on input (g, h):

o 7 Ly, C Ly

e set u:=g"-h™¢

e output triple (u,c,)
in the protocol:

o c 74

o 1<~ 74

e y satisfies u =g¢" - h™¢

13.4 Security of Schnorr ID Scheme

Security of Schnorr ID Scheme because of order of which the values are picked/calculated

13.5 Correctness — Schnorr Signatures
m,o = (C,T‘), u:gT ~h™¢ :ga

r:C.x+a:>gr_h—c:gc~m+a_h—c:hc_ga_h—c:ga

13.6 Theorem 10.11

-1

gv LR — gH(m)»'r‘_l YT mod p

_ gH('rn)~7‘_1 .garu-'r_l mod p
_ gr_l(H(m)+:r~u mod P
=¢% mod p = (v mod p) mod ¢

as by definition

31



	Week 1 – Perfect Security
	Theorem 1.5
	Theorem 1.6
	Theorem 1.7
	Theorem 1.8
	Theorem 1.9
	Theorem 1.10
	Theorem 1.11

	Week 2 – Computational Ciphers
	Theorem 2.9
	Theorem 2.12
	Theorem 2.14

	Week 3 – Block Ciphers
	Theorem 2.19 – From Predictability to Block Adversary
	Corollary 2.20

	Week 4 – Probabilistic Ciphers
	Example 3.3

	Week 5 – Stream Ciphers and PRGs
	Examples of Non-PRGs
	Theorem 4.7
	Theorem 4.11

	Week 6 – MACs and PRFs
	Theorem 5.6

	Week 7 – MACs and Hashing
	Theorem 5.11
	Remarks on Definition of Collision Resistant Hash Function
	Proof of Theorem 5.15
	a)
	b)
	c)
	d)


	Proof of Lemma 5.16
	Week 8 – Public Key Encryption and RSA
	Extended Euclidean Algorithm
	Theorem 6.6
	Lemma 6.9
	Lemma 6.11
	Theorem 6.16

	Week 9 – Digital Signatures and RSA
	Theorem 6.20
	Theorem 6.21
	Theorem 6.22

	Week 10 – Key Exchange Protocols and the Discrete Logarithm Problem
	Diffie-Hellman Key Exchange – Number Theory
	Theorem 7.10
	Theorem 7.13
	Theorem 7.14
	Theorem 7.16
	Lemma 7.17

	Week 11 – DLog Hashing and Secure Public-Key Encryption under the DLog Problem (CPA and CCA)
	Theorem 8.4
	Theorem 8.6
	Theorem 8.11
	Theorem 8.15

	Week 12 – DLog Hashing and Secure Public-Key Encryption under the DLog Problem (Signatures
	Correctness – Schnorr ID Scheme
	Theorem 10.2
	Theorem 10.4
	Security of Schnorr ID Scheme
	Correctness – Schnorr Signatures
	Theorem 10.11


